VANDERBILT

Changing Your E-Password
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Follow these steps to change your E-Password:

1. Open this link in your web browser: https://jprod.its.vanderbilt.edu/apps3/idm/user . The E-
Password Log In screen displays.

E - PASSWORD

Log In: VUnetlD and E-Password Lighthouse

Welcome to the Identity Manager system. Enter the requested information, and then dick Login

VUNetiD |

Password |

Login |

Forgot your e-password? Chck here,

2. Enter your VUnetID and E-Password and click Login.

© 2008 Vanderbilt, University. Confidential and Proprietary Page 2 of 5


https://jprod.its.vanderbilt.edu/apps3/idm/user

Tab 1, E-Password Management Options, displays.

E - PASSWORD

E-Password Management

1 Vanderbilt Identity Manager

e-Password Management Options

Welcome 10 the e-password management menu. Click & ink below

First Nome: Test
Last Name: Usarac
Email: testuserac@vanderdilLedu

3. Click the Change E-Password link at lower left.
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Tab 2, Change E-Password, displays.

E - PASSWORD

Change E-Password

n 2 Vanderbilt Identity Manager

Change e-Password

Following e crileria Mated here, create 3 new e£Isyword and ender &t below. Enter it 2 second time
Ben chick Continue

Take care 1o select 3 password Tt you can remember. Do nat shace your password wilh anyone

® The password must contain 3 1025t 8 and at MOSE 16 chacacters
o The password must contain characters from 3t I22ST 3 of e following character sets
O 1. abedelghijmnopqratuvwxyz
0 2 ABCOEFGHIKLMNOPGR STUVWIXYZ
O 3 0123456739
O 4 IQESWNARY s~ D, 17
The password must be dferent ITOM your Current e passwoed
The pasaword cannct maich any of your 10 previcus epasswords
The password cannot match any cther cwrment network pasyword you may have
The password cannot contain 3 consecutive characters from the VUnetD.
The password cannot contain e VinetiD in reverse

VUhetiD useract

Enter New ®
Password

Confirm New I'— .
Password

Change Password | Cancal |

4. Enter your new password in the Enter New Password field, and then enter it again in the

Confirm New Password field.

Note: The password must meet these criteria:
e contain at |least eight (8) characters
e contain no more than sixteen (16) characters

e contain characters from at least 3 of the following character sets:

o 1. abcdefghijkimnopqrstuvwxyz
o 2. ABCDEFGHIKLMNOPQRSTUVWXYZ
o 3.0123456789
o A4 ~I@#SHN&X()_+-=;"/[[{P><,./?
e must be different from your current E-Password.
e cannot match any of your 10 previous E-Passwords.

e cannot match any other current network password you may have.
e cannot contain 3 consecutive characters from the VUnetID.

e cannot contain the VUnetID in reverse

After entering your new password, click Change Password.
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Tab 3, Finish, displays.

E - PASSWORD

Change E-Password

m 3 Vanderbilt Identity Manager

Finish

Congratulations! You have successiully changed your é-password

Take care 10 réemember your néw password, and ¢o not share Il with anyoneé

Click Return to Menu. or Logout

Return o Menu

Logout I

You have successfully changes your E-Password. Click Return to Menu or Logout as appropriate.
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